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AnHoTaums. PassuTue uMppoBOM 3KOHOMUKM B COBPEMEHHOM MUpe TPebyeT peLueHus
Bonpoca 6e3sonacHocTu npunoxeHun Industria Internet of Things (lloT). BonbLwioe
KONMYeCTBO pacnpeeneHHbIX, NepeaatoLLIMX AaHHbIe Mo ceTy ycTporcTs lloT, ynpaBnAaeMbix
VHTENEKTYasbHbIMM NporpaMMaMu (MporpaMMHbIMK areHTamu), TpebyioT 3aLumTbl. YeneluHan
aTtaka Ha nioboe yctporctso lloT npuBedeT Ko B3noMy npunorenus lloT u K 6onbLKMM
$MHAHCOBBLIM MOTEPAM, a TaKMe K NpeKpaLLeHnio GYHKLMOHMPOBaHWUA NpunoxeHus lloT,
cnepoBatesnibHO, TeMa 1CCNeoBaHWA akTyasnbHa. Llenb HanmcaHmA ctatbk — KapauHanbHoe
peLueHue npobnembl 6esonacHocT Npunokerus lloT nyTeM pa3paboTku ero 6noKYenH-
apxuTeKTypbl. MNepen aBTopaMu CTOANM 3a4a4u UCCNe[oBaHUA BCEX aCNEKTOB BNOKYeNH-
cucteMbl, obecneymBanLmx besonacHocTb ycTporcT npunoxerunsa lloT. OcobeHHoCTb
61MOKYEeNH-CUCTEMBI COCTOUT B TOM, YTO €€ Y4aCTHUKaMU ABNAIOTCA NPOrpaMMHble areHTbl,
ynpaenAwLLMe YCTPOMUCTBAMU NpUNOKeHUA. B pesynbTaTte uccnenoBaHnA npeanorkeHa
KOHLLeNumA 6110K4YeH-apXMTeKTYpbl NpunoreHua lloT. VccneoBaHbl MeXaHW3Mbl KOHCEHCYCa
WHTENEeKTyasbHbIX NporpamMM ycTponcTs lloT Kak paBHOMPaBHbLIX aKTUBHBIX YYaCTHUKOB
6r1oK4enH-ceT. MexaH13M KoHceHcyca M KpunTorpaduyeckan cucteMa pacrnpeneneHHoro
peectpa ceTu 610KYeH NoBbILLAT MHPOPMALIMOHHYIO 6e30nacHOCTb NpunoxeHus lloT.
CviHepreTUyecKuin 3pdeKT 610KUENH-CUCTEMBI U MHTENIEKTYasbHBIX CUCTEM MPOrPaMMHbIX
areHToB ycTponcTB npunorkeHusa lloT cyllecTBeHHO NoBbILLAeT 3PPEKTUBHOCTb pELLEHUS.
WHTenneKTyankbHble CUCTEMBI MPOrPaMMHbIX areHTOB YCTPOMCTB NpunoxeHus lloT adgderTreHO
obyyaloTca Ha bnokyenH-nnatdopme, U B pesysbTaTte NofydaeTca AeLeHTPannM30BaHHbIN
cyrnepKoMmmnbloTep B BUAe 6/10K4elH-cucTeMsl. [peanorkeHHoe peLleHne MoXKeT bbiTb
MCMoNb30BaHO ANA paspaboTHW U BHEAPEHWA NMPOEKTOB NPOMBILLIIEHHOMO VIHTepHeTa BeLLiei.
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WHTENNeKTyanbHaa cucteMa 06paboTkM AaHHbIX, MHTENEKTYanbHaA C1CTeMa pacro3HaBaHUA aTakwy,
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Abstract. The development of the digital economy in the modern world requires solving
the issue of security of Industrial Internet of Things (lloT) applications. A large number of
distributed, network-based, lloT devices managed by intelligent programs (software agents)
require protection. A successful attack on any IloT device will lead to hacking of the lloT
application and to large financial losses, as well as to the termination of the lloT application,
therefore, the research topic is relevant. The purpose of this article is to radically solve
the security problem of the lloT application by developing a blockchain architecture of the
application. The authors were tasked with investigating all aspects of the blockchain system
that ensure the security of lloT application devices. The peculiarity of the blockchain system
is that its participants are software agents that control the application devices. As a result of
the research, the concept of the blockchain architecture of the lloT application is proposed. He
mechanisms of consensus of intelligent programs of lloT devices as equal active participants
of the blockchain network are investigated. The consensus mechanism and the cryptographic
system of the distributed registry of the blockchain network increase the information security
of the lloT application. The synergistic effect of the blockchain system and intelligent systems
of software agents of lloT application devices significantly increases the efficiency of the
solution. Intelligent systems of software agents and IloT applications are effectively trained
on the blockchain platform, and as a result, we get a decentralized supercomputer in the form
of a blockchain system.
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BeepeHue

pombilieHHbINH HTEpHET Bellel noKa-
|_| 3aJ1 CBOIO DKOHOMHYECKYIO 3P (HEeKTHB-
HOCTh. OH IPEIOKIIT HOBYIO ITAPAIUTMy
pacmpeneneHHOro YIpaBIeHUs IPOU3BOICTBCH-
HBIMH TIPOIECCaMU, ITPU KOTOPOH yCTPOMCTBA,
MPUCOCANHCHHBIC K MHTCPHCTY U YIIpaBJIsiC-
Mble MHTEJUIEKTyaJIbHBIMHU MTPOrpaMMaMH, CITO-
COOHBI OCYIIECTBISITH MOHUTOPHHT 000pYIOBa-
HUS ¥ TEXHOIIOTHYECKUX OTIePAIINi, IPETyIPexk-
JlaTh aBapUIHBIC CUTYAIIHH.

Buptyanbpaeie On3HEC-00BEKTHI, MPHUCO-
eIMHEHHBIE K HHTEPHETY U YIpaBJsieMble MPo-
IpaMMHBIMU ar€HTaMH, CIOCOOHBI, HEMPEPHIBHO
HCCIelys HHTEPHET, BBISBIISITH YTPO3bI AT O13-
HEca ¥ HaXOAUTh HOBbIE BO3MOXKHOCTH JIJIsl €TO
pasBurus [5, 6, 18]. [IporpaMmHbIe areHThI O3~
HEC-00BEKTOB CIIOCOOHBI pearnpoBarh Ha OKpY-
YKAFOIIYIO CPEy U U3MEHSTH CBOE MTOBEJICHNE Ha
OCHOBE I10JIy4€HHOI HH(OpMAaIHH, T. €. OIIpee-
JISIIOT COOCTBEHHOE IIOBE/ICHHUE, CIIOCOOHBI IIPH-
HUMaTh PELIeHHs, B3aUMOJCHCTBOBATh ¢ cebe
MO00HBIMU.
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