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AHHoTauuA. [eHepaTopbl C/TyYarHbIX YMCEN MOPOXK AT paBHOMEPHOe pacnpenesneHme
ynces, NpUYEM MeXKAOy 3TUMM YUCTTaMU HEeT KaKon-nnbo 3aBUCUMOCTU, NMO3BOMAIOLLEN
npeAcKasbiBaTb MOPOXKAAEMOE YMCIIO JTyYLLE, YeM CrTyYalHoe yraabiBaHue. Takune reHepatopsl
NMPUMEHAIOTCA B PasfiMYHbIX 3ajavax, HanpuMmep MoaennpoBaHue UM obecneveHue
nHopMaLMoHHOM H6e3onacHocTU. B KavecTBe reHepaTopoB UCMOJb3YIOTCA annapaTHble
yCTpOMCTBa, NpeobpasyoLme ciyvanHbii GU3NMYECKUIA NpoLecc B NOTOK AaHHbIX. OpyruMm
TUMOM reHepaTopoB ABMAITCA NPOrpaMMHbIe, KOTopble UCMob3YIoT GOPMYNY MW aNropUTM
ANA nofy4yeHUA HoBoro Yncna. CuntaeTcs, YTO NporpaMMHble XoTb U bbicTpee paboTalor,
HoO He 06nafalT JOKa3aHHbIM CBOMCTBOM CllyvaHoCTU. U3BecTeH pag cnyyaes, Korna
B TAKMX reHepaTopax obHapyuBanmncb 3aKOHOMEPHOCTH, YTO NPUBOAUIIO K OTKasy OT UX
ncrnonb3oBaHuA. [1NA NpoBepKku reHepaTopa CyLLecTBYyloT Habopkl TecToB. Mpu ycnewHoM
MPOXOXOEHWNM BCEX TECTOB FeHepaTop PeKOMEHAYIOT K UCM0JIb30BaHMI0. Lienbio JaHHOM CTaTby
ABNAeTCA pa3paboTKa anropuTMa NpoBepKn BUTOBbLIX NOCIe[0BaTeNIbHOCTEN Ha Cly4alHOCTb.
B HacToALLel paboTe NpeasioXeH HOBbIM TECT AJ1A FeHEPaTOPOB Cly4YaiHbIX YMCes], KOTOophbIR
MOMKeT bblTb BK/TI0YEH B 06LLMIA HABOPp CTAaTUCTUYECKUX TECTOB, HEOOXOAUMbIX OJ15 NPOBEPKMU.
B oTnnumMe oT M3BeCTHLIX paHee TeCTOB, 6a3UPYIOLLMXCA HA SHTPOMMIMHOM NOLX0Ae, HOBbIV
BbIIB/IAET aBTOKOPPENALMI0 CreHepMpoBaHHbIX AaHHbIX. [TokasaHo, YTo npeasioreHHbIN
anropuTM No3BosiAeT 06HapYHUTb OTKIIOHEHUA OT CJTy4alHOCTM Y FeHepaTopoB, KoTopble
paHee MpPoXoauSiv N3BeCTHble CTaTUCTUYECKMe TecThl. B xoe 3KkcnepuMeHTOB TeCTUPOBANIUCH
BbIXOAHble MocjiefoBaTeNlbHOCTU Wndpa, X3w-PyHKLUUU U HEKOTOPbLIX FeHepaTopoB
nceBgoc/lyyYamHblx Ymcen. Kak nokasan aHanus pesynbTaToB TeCTUPOBaHUA, HEKOTOpbIe
reHepaTopbl UMEIOT aBTOKOPPEIALMIO B MOPOXKAaeMbIX AaHHbIX. B faHHoM paboTe He genaetcA
3aAB/IEHUIN OTHOCUTENTbHO YA3BUMOCTEN LWMGPOB, a TONbKO PaHHKUPYIOTCA FreHepaTopsl
oTHOCUTeNbHO Apyr Aapyra. Mgea Tecta 3aknioyaeTca B TOM, YTO Y Nloboro reHepaTopa
CyLLLecTBYeT Nepuog, Korga B NociiefoBaTe/IbHOCTV MOPOXKAEHbI BCE YMCIIA U3 FEHEPUPYEMOT0
MHoMecTBa (andaButa). B ngeanoHoM cnyyae nepuogd byaeTt npnbnuKaTbca K pasMepy
andaeuTa unu byaet HesHaunTeNbHO bonbLue. OgHaKo ecnm HeKoTopble CUMBOJIbI MOBTOPAIOTCA
Yyalle, TO Nepuof CTaHeT 3Ha4YMMO Bo3pacTaTb. [pyruMu cnosamu, yajanuHeHue nepmoaa
MOMET CBUAETENIbCTBOBATL SIN60 06 OTKIIOHEHUWM OT paBHOMEPHOIO pacnpenenieHus, nmbo
0 HaNM4YuKU aBTOKOPpPENALUN B NMOPOoMKAaeMbIX AaHHbIX. [locnegHee ABnAeTcA 06nacTbio
WHTepeca aBTOpPOB cTaTbM. B xoade MccnefoBaHUA UCNONb30BaINCL 3IEMEHTbLI TEOPUM
BEPOATHOCTEN WU MaTEMATUYECKOM CTAaTUCTUKU. IKCNEepUMEHTLI NpoBeaeHbl Ha 60MbLLOM
06BbeMe creHepMpoBaHHOM Nocie[oBaTeNIbHOCTU YUCETT.
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Abstract. Random number generators produce numbers with the uniform distribution,
and there is no correlation between these numbers that would allow to predict the generated
number better than random guessing. Such generators are used in various tasks, such
as modeling or information security. Hardware devices that transform a random physical
process into a data stream are used as generators. Another type of generators are software
generators that use a formula or algorithm to obtain a new number. It is believed that software
generators, although they work faster, but do not have a proven property of randomness.
There are a number of known cases when patterns were found in such generators, which
led to the refusal to use them. There are test sets for checking the generator exists. If all
tests are successfully passed, the generator is recommended for use. The purpose of this
article is to develop an algorithm for testing bit sequences for randomness. In this paper,
a new algorithm for testing random number generators is proposed, that can be included
in the general set of statistical tests required for verification. Unlike previously known tests
based on the entropy approach, the new test uses autocorrelation of the generated data. It is
shown that the proposed test allows one to identify deviations from randomness in generators
that have previously passed known statistical tests. During the experiments, the output
sequences of the cipher, hash function and some pseudo-random number generators were
tested. As the analysis of the test results showed, some generators have autocorrelation in
the generated data. The idea of the test is that any generator has a period when all numbers
from the generated set (alphabet) are appeared in the sequence. In the ideal case, the period
will be close to the size of the alphabet or will be slightly larger. However, if some symbols
are repeated more often, the period will increase significantly. In other words, an increase
in the period may indicate either a deviation from a uniform distribution or the presence of
autocorrelation in the generated data. The latter phenomenon is the area of interest this
article. In this research we use elements of probability theory and mathematical statistics.
The experiments were conducted on a large volume of the generated sequence of numbers.
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BesepneHue
€HEPATOPHI CIYyYAUHBIX YACET HAXOAST
CBOE IPUMEHECHHE B pa3IMYHBIX 001a-
CTSIX HAayK{ M IPOMBIIIJICHHOCTH. TakK,
HarpumMmep, AJIs MOAEIUPOBAaHUS TPEOYOTCS
Ooapire 00bEMBI JaHHBIX, 00JIagal0NX
OTIpe/IeJICHHBIMU CTAaTUCTUYECKUMU CBOM-

CTBaMU — 3aJJaHHBIM PACIIPEIEIICHUEM BEPO-
SATHOCTHU CUMBOJIOB. LLElCTHI)IM cnyqaeM ABJIA-
eTcst MeTo MozenupoBanusi Monte-Kapiio.
CyuiecTByeT MHOKECTBO MHCTPYMEHTAIIb-
HBIX CPEJCTB, PEIIAIOIIUX MOCTABICHHYIO
3a/1a4y, HO 9acTo JIJIsl MX 3aIycka TpeOyercs
M0/1aTh HAa BXOJ HEKOTOPbIA UCTOYHMK CITy-
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