MPUKNAHAA UHOOPMATUKA / JOURNAL OF APPLIED INFORMATICS
[ Tom 18. N2 5. 2023 ]

DOI: 10.37791/2687-0649-2023-18-5-77-90

MeToq ABYX3TanHOW HEYeTKOU
Knactepusauuv UHLUMLEHTOB
KnbepbesonacHoCTU AnA Cy6bLEKTOB
3KOHOMUYECKOM OeATeSIbHOCTY

B.A. Cusoa', A.4. Kupos"
'Poccutickuti skoHomuyeckuli yHusepcumem um. I". B. lMnexarHosa, Mockea, Poccus
Kirov.AD®@rea.ru

AHHoTauuA. PaboTa HanpaBneHa Ha noBbileHWe 3GGEKTUBHOCTU yrNpaBieHUs
KubepbesonacHocTbio (KB) cy6beKkToB 3KOHOMUYecKol aeAtenbHocTu (C3M) 3a cuet
opraHusaummn apdeKTUBHOro MoHMTopuHra Kb, yunteiBalwLLero Takme ocobeHHOCTH
ero npouecca, Kak He0gHOPOAHOCTb MCTOYHUKOB UCXOOHbIX AaHHbIX MOHUTOPUHIa KB,
MX NpencTaBfieHMe B pa3Hblx popMaTax, UX HETOYHOCTb, BO MHOFOM HeornpeaesieHHOCTb
M 3alUyMJIEHHOCTb, a TakXe 6onbluoe KonnyecTBo cobbiTuin KB, obpabaTbiBaeMbix
Heo4HOPOAHbLIMW KOMMOHEHTaMu cnucteMmbl MoHUTOpUHra Kb C3[. B naHHon paboTe,
B OT/INYME OT CYLLECTBYIOLLMX METOA0B, MpeasiaraeTcA KOMMEKCHbIM ABYX3TanHbI MeToq
HeyeTKOM KnacTepusauun cobbiTnit Kb, yunTbiBaloLLUN OLEHKN KPUTUYHOCTU COBLITUN
KB 1 ¢yHKUMOHaNbHBIE BO3MOMKHOCTU cuUcTeMbl MoHUTOpUHIra KB C3[0. Ha nepBoM 3Tane
Mcnosib3yeTcA MoAeNb KnacTepnsaumnm cobbiTmin Kb Ha ocHoBe MeTofa HEYETKUX C-CPegHMX.
3T1a Mopenb nNo3BonAeT pa3buTb MHOKeCTBO CobbITUIA KB Ha HECKONBKO HEYETKUX KNacTepoB
Mo KPUTEPUIO anNpUOPHOM BEPOATHOCTU TOro, 4To cobbiTue Kb ABnAeTcA MHUMOEHTOM. Ha
BTOPOM 3Tane AJ1A YTOYHEHMA pe3ynbTaToB Knactepu3sauumn cobbitnin Kb, nonyveHHbIx
Ha nepBOM 3Tare, UCNoJb3yeTcA MOAeNb KacTepusaummn uHumaeHtos Kb Ha ocHoBe MeToaa
BblAENEHWA d-A4ep HEYETKMX KNacTepoB. 3Ta Moe b N03B0JIAET BbI6MPaTb BPyUHYI0 Noporu
CTeneHen NpUHaANeKHOCTU HUMAeHToB Kb HeueTKNM KnacTepaM C y4eToM OMOTHUTESTbHOM
nHdbopMauumn u ocobeHHocTen 0bpaboTku MHUMAeHTOB KB B cucTeMe MoHUTOpUHra Kb
KoHKpeTHoro C3[]. B paboTe npuBoauTCcA oueHKa paboTocnocobHOCTU U 3PPEeKTUBHOCTH
[ABYX3TanHoro MeToAa He4yeTKoM Knactepusaumm nHungeHtos Kb B cucteme MoHutopuHra Kb
C3[. MpeanoreHHbI Nogxon No3BosseT NOBbICUTL 3¢PeKTUBHOCTL MOHMUTOPUHIa KB C3
1 COKPaTUTb Nepuo BpeMeHu, HeobxoanMbI ANA NPUHATUA peLleHunn Ha ynpasneHne Kb C3
3a cYeT KOMMJIEKCHOIo y4YeTa ocobeHHocTeln 06paboTku cobbiTnin Kb B cucTeMe MOHUTOpPUHIa
KB koHkpeTHoro C3.
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Abstract. The work is aimed at improving the efficiency of cybersecurity management
(CS) of economic entities (SED) by organizing effective CB monitoring, taking into account
such features of its process as the heterogeneity of sources of initial CB monitoring data,
their presentation in different data formats, their inaccuracy, and largely uncertainty and
noisiness, as well as a large number of KB events processed by heterogeneous components
of the ERMS KB monitoring system. In this paper, in contrast to existing methods, a complex
two-stage method for fuzzy clustering of Sl events is proposed, taking into account the
assessment of the criticality of Sl events and the functionality of the ES IS monitoring system.
At the first stage, the KB event clustering model based on the fuzzy c-means method is used.
This model allows splitting the set of Cl events into several fuzzy clusters according to the
a priori probability that the Cl event is an incident. At the second stage, to refine the results of
the clustering of Sl events obtained at the first stage, the model of clustering of Sl incidents
based on the method of extracting a-kernels of fuzzy clusters is used. This model allows
you to manually select the thresholds for the degree of belonging of Sl incidents to fuzzy
clusters, taking into account additional information and features of processing Sl incidents
in the SI monitoring system of a particular EDMS. The paper evaluates the effectiveness of
the two-stage method of fuzzy clustering of KB incidents in the EDMS KB monitoring system.
The proposed approach makes it possible to increase the efficiency of ERMS CM monitoring
and reduce the period of time required to make a decision on the ERMS CM management
due to the complex consideration of the features of CM event processing in the ERMS CM
monitoring system.
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BBepneHue

A3BUTHE TEXHOJIOTUH MCKYCCTBEHHOTO
P WHTEJICKTa U UX IPOHUKHOBEHHE B pa3-

JTUYHBIE cephl eITeNbHOCTH, BKIIO-
yas cepy kubdepoesomnacuoctu (KB), Tpedyror
MMEPCOCMBICIICHUSA MMPUMEHCHNUA MECTOJ0B HC-
KyCCTBEHHOTO MHTeIekTa B ynpasienuu Kb.
Hanpumep, ucnons3zoBanne Chat GPT B Ha-
crositiee Bpems 03BojsieT 3P (HEKTUBHO CO3-

JaBaTh MOJUMOP(HBIC BUPYCHI, 3aIITUTA OT KO-
TOPBIX HE BCETAa HAAE)KHO 00€CIEUNBACTCS
MPUMEHEHNUEM aHTHBUPYCHOTO ITPOTPAMMHOTO
oOecreueHus, ¥ TOIbKO KOMIIJIEKCHOE BBISIB-
JICHUE MPU3HAKOB ITUX BUPYCOB, B TOM YHUCIIEC
¢ moMombio cuctem Mmouutopunra Kb, mo-
3BOJISIET CBOCBPEMEHHO BBISBIISITH MOJOOHEIS
uHmaeHTsel Kb 1 mokann3oBeIBaTh UX OA€ii-
CTBUS B KOPIOPATHBHON HH(POPMAIIMOHHON CH-
CTeMe CyObeKTa SKOHOMUYECKOH JAesITebHOCTH
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