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AHHoTauuma. PaboTa noceAleHa paspaboTke Moaeneit AN aBTOMaTU3NPOBAHHOIO
GopMMpOBaHMA KOMMETEHTHOCTEN CreluanmcTa no KnbepbesonacHOCTU Ha 0CHOBE CLLEHAPHOro
noaxofna. AKTyanbHocTb paboTbl onpedenAeTcA He06X04MMOCTbIO CBOEBPEMEHHOMO
o6HOBNEeHUA TpeboBaHUI K NpodpeccUOoHaNbHbIM KOMMEeTEeHTHOCTAM creuuanmcTa
no Knbepbe3onacHOCTU B YC/IOBUAX PasBUTMUA CNoCcob0B, MHCTPYMEHTasbHbIX CpeacTB
MHHOPMALIMOHHOIO MPOTMBOBOPCTBA 1 OTCYTCTBMEM TEOPETUYECKOrO anrnapara, No3BoJIAioLLero
aBTOMATM3MPOBaTh 3TOT npoviecc. Llenbto faHHoM paboTbl ABNAETCA pa3paboTka Mogenen anq
aBTOMaTM3UPOBaHHOMO GOPMMPOBAHNA KOMMNETEHTHOCTE CreLManincTa no KnbepbesonacHocTu
Ha OCHOBe CLieHapHOro NoAxoAa, Mo3BoJIALLMX aHaNM3MpoBaTb MHGOPMaLIMIO O AeNCTBUAX
HapyLmTena Knbepbe3onacHoCTM U Ha OCHOBE 3TOI MHPOPMaLLMKM onpedensaTb akTyaslbHbli
Habop NpodeccroHanbHbIX KOMMNETeHTHOCTEeW cneumanucTa no KubepbesonacHocTu. ns
LOCTUMKEHMA 3TONM LieNi peLuaeTcA 3afadva pa3paboTKM Mogenm OedCTBMIN HapyLmuTena
Knbepbe30onacHoOCTH U CBA3AHHOM C Hell MOLeNM CUCTEMbI NMPOTUBOAENCTBISA, onpeaensioLe
aKTyanbHbIM HAabOp KOMNETEHTHOCTEN crieuuanmcTa no kubepbesonacHocTu. COBOKYMHOCTb
paspaboTaHHbIX MofesNiell yYUTbIBAaeT TEXHUKU U TaKTUKM OEeNUCTBUIA HapylwuTens
Knbepbe3onacHOCTU, COOTBETCTBYIOLLME UM CMOCOBbLI U MHCTPYMEHTallbHble CpeacTBa
npoTuBogencTBuA. MpeanorKeHHbI NOAX0L CTPYKTYPUPOBAHUA CUCTEMbI MPOTUBOLENCTBUA
B BMe COBOKYMHOCTM B3aMMOCBA3aHHbIX MOAy/el Mo pe3ynbTaTaM aHasin3a UCrosib3yeMblX
HapyLuMTeneM Kubepbe3onacHoCTM CLLeHap1eB aTaK, TEXHWK M COOTBETCTBYIOLLMX TaKTUK
No3BOJIAET y4eCTb 0COOEHHOCTM aTaK, KoTopble Haubosee YacTo peanusyloTca, chopMUpoBaThb
COBOKYMHOCTb Npo¢deccuoHalbHbIX AeNCTBUI cnelmanucTa no KubepbesonacHocTH
Ha OCHOBeE WCMO0JIb30BaHMA COOTBETCTBYIOLLMX CMOCO60B U MHCTPYMEHTOB NPOTUBOLENCTBUSA
3TUM TeXHWMKaM, CrpyNMNMPOBaHHbLIM Mo GpYHKLMOHANbHBIM MOAYNAM. AHaNU3 pe3ybTaToB
MpoBeAeHHOr0 KOMMbIOTEPHOI0 3KCMEPMMEHTa MNoKasasl paboTocrnocobHOCTb NpeaoXHKeHHbIX
Mopesnen.
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Abstract. The work is devoted to the development of models for the automated formation
of competencies of a cybersecurity specialist based on a scenario approach. The relevance
of the work is determined by the need to timely update the requirements for professional
competencies of a cybersecurity specialist in the context of the development of methods and
tools for information warfare and the lack of a theoretical apparatus that allows automating
this process. The purpose of this work is to develop models for the automated formation of
competencies of a cybersecurity specialist based on a scenario approach, which allow analyzing
information about the actions of a cybersecurity violator and, based on this information,
determining the current set of professional competencies of a cybersecurity specialist. The
task of developing models for the automated formation of competencies of a cybersecurity
specialist based on a scenario approach is to develop a model of actions of a cybersecurity
violator and an associated model of a countermeasure system that determines the actual set
of competencies of a cybersecurity specialist. In contrast to existing expert approaches to
determining the professional competence model of a cybersecurity specialist, this paper uses
a scenario approach that allows describing scenarios of actions of a cybersecurity violator at
aformalized level, integrating the data obtained into the appropriate graph model and forming
an activity professional model of a cybersecurity specialist based on optimizing the structure
of the system counteraction. The set of developed models for the automated formation of
competencies of a cybersecurity specialist based on a scenario approach takes into account
many factors of information confrontation, such as: techniques and tactics of cybersecurity
offenders, their corresponding methods and tools of counteraction. The proposed approach
of structuring the countermeasure system in the form of a set of interrelated modules based
on the results of the analysis of attack scenarios, techniques and corresponding tactics used
by the violator of cybersecurity allows taking into account the features of attacks that are
most often implemented, forming a set of professional actions of a cybersecurity specialist
based on the use of appropriate methods and tools to counter these techniques grouped by
functional modules. Analysis of the results of the conducted computer experiment showed
the operability of the proposed models for the automated formation of competencies of
a cybersecurity specialist based on the scenario approach.
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