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AnHoTauma. OTKpbITble BMOMeTpUUECKKe 06pasbl (OTNEYATOK NanbLia, padyHKa rnasa, o)
KOMMPOMETUPYIOTCA B eCTeCTBEHHOW Cpefe, TaK KaK X HEBO3MOMHO CKpPbITb OT MOCTOPOHHEro
HabnoAeHWA UM COXpaHUTL B cekpeTe. B HacToALLel paboTe B KayecTBe 6UOMETPUYECKMX
obpasoB npepsiaraeTcA UCMNONb30BaTh AaHHble 0 BHYTPEHHEM CTPOEHUU HapYMHHOro yxa,
nony4aemble Npu NMoMoLLmn saxorpadum. MHamemayanbHble 0cO6eHHOCTU FeEOMETPUM CITYXOBOMO
KaHana cy6'beKTOB CKpbITbl OT HEMOCPEACTBEHHOM0 Hab o AeHNS U He MOTyYT ObITb CKOMMPOBaHbI
nyTeM ¢poTorpadupoBaHua. [peasiorKeHHbIN MeTO ayTeHTUGUKALIMM OCHOBAH Ha KemncTpanbHOM
aHasiMse 3X0rpaMM HapyXHOo yXa U MPUMEHEHUM HerpoceTeBbIX NpeobpasoBaTtenel buoMeTpua-
Kog, o6y4vaeMbix no FOCT P 52633.5. HelpoceTeBow npeobpasoBatesnb 6MOMETPUA-KO NO3BONAET
CBA3aTb KPUNTOrpadUYECKUi KoY MK Naposib NosIb30BaTeNA C ero BUOMETPUYECKUM 06pa3oM.
370 Herny6oKan HeMPOHHaA CeTb U3 0AHOI0 UK ABYX C/I0EB HEMPOHOB, KOTOPasA HacTpaMBaeTcA
Ha To, YTobbI MPY MOCTYNIeHNM 06pasa M3BECTHOMO NOJIb30BaTeNA FreHepUPOBaTh 3aaHHbI
Mpu 06y4eHUn KNtod, a Npy NOCTYMNNEHUN Ha ero BXoAbl HEU3BECTHOro obpasa — ciyvalHbiv
KO[ C BbICOKOW 3HTpONMel. Ha Bxod 3Tol ceTu NMOCTynanu KencTpasbHble MPU3HAKM 3X0rpamM.
[nAa npuMeHeHWA MeToda Ha NPaKTUKe HYXKHO CreLuanbHoe YCTPOMCTBO, CoYeTaloLLee HayLLIHWK
CO 3BYKOHEMNPOHULIAEMbIM KOPMYCOM U C MUKPOGOH. lNonyveHHbIe pe3ynbTaTbl MOXKHO Ha3BaTb
onTuMucTnYHbiMM EER = 0,031 (FAR = 0,001 npn FRR = 0,23). lpuMeHeHne HelpoceTeBbIX
npeobpasoBaTeneit 6MOMETPUA-KOL NMOKa3an0 CpaBHUTESIbHO Hosee BbICOKMI NPOLLEHT OLLUMGOK
MO CPaBHEHUIO C MHOMOC/OMHBIMU HEMPOHHBIMU CETAMM U HAaMBHOWM CXEMOM Knaccuduraumm
Baleca, ogHaKko HelpoceTeBble Npeobpa3soBaTteniv 6BUOMeETPUA-KoA NO3BONAIOT peann3oBaTb
ayTEHTUOMKALMIO B 3aLLMLLIEHHOM perKMMeE. 3TO 03HAYaEeT, YTo BUOMETPUYECKME daHHble CybbeKTa
6yOyT 3aLLyLLIEeHbl OT KOMMPOMETALIMM Ha STanax XPaHeHWA, UCMOSTHEHUA U NepeaYm No KaHanam
CBA3M.
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Abstract. Open biometric images (fingerprint, iris, face) are "in sight" and therefore
compromised in the natural environment. In this work, it is proposed to use data on the internal
structure of the outer ear obtained using echography as biometric images. The individual
characteristics of the ear canal of subjects are hidden from direct observation and cannot be
copied by photographing. The proposed authentication method is based on cepstral analysis
of echograms of the ear canal using neural network biometrics to code converters, trained in
accordance with GOST R 52633.5. The neural network biometrics-code converter allows you to
associate a user's cryptographic key or password with his biometric image. This is a shallow
neural network of one or two layers of neurons, which is configured to generate a key specified
during training when an image of a known user arrives, and when an unknown image arrives at
its inputs, generate a random code with high entropy. At the entrance to this network, cepstral
signs of echograms were received. To apply the method in practice, you need a special device
that combines a headphone with a sound-proof housing and a microphone. The results obtained
can be called optimistic EER = 0.031 (FAR = 0.001 at FRR = 0.23). The use of neural network
converters biometrics-code showed a relatively higher percentage of errors in comparison with
multilayer neural networks and the naive Bayes classification scheme, however, neural network
biometrics to code converters allows you to implement authentication in a protected mode. This
means that the subject's biometric data will be protected from compromise at the stages of
storage, execution and transmission via communication channels.
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BBepeHue

| HOMCTPUYICCKUC MCTOABI H,Z[CHTI/I(I)I/IKS.-

LMY TPUBSI3BIBAIOT [IU(PPOBEIC YUCTHHIC

3amucH K KOHKPETHOMY 4YelloBeKy. 13-3a
3TUX YHUKAJbHBIX CBOMCTB OMOMETPUUYECKHUE
JIAHHBIC CTAJIA IEHHBIM TOBAPOM JIJIsI MOIICH-
HHUKOB. OBlazeB OMOMETPUICCKUMH TaHHBIMH
CcyObeKTa, 37T0yMBIIUICHHHK MOXET MONIYYUTh
JIOCTYTI KO BCEM JINYHBIM KaOWHETaM IMOJIb30Ba-

TEJIsl, KOTOPBIE CBSI3aHBI C €0 CKOMITPOMETHPO-
BaHHBIM OMOMETPUIECKUM IIAOIOHOM.

B cBs13u ¢ 9TMM 10BEpUE K OHOMETPHUYCCKUM
CHUCTEMaM BO MHOI'OM OIIPEJIENISICTCS HE TOIBKO
KOJIMYECTBOM OIIMOOYHBIX PEIICHHI (TOUHOCTHIO
pacIio3HaBaHUs IMYHOCTH), HO U YCTOHYHBOCTBIO
K TIPEABSBICHHUIO TIOAIEIOK (ITH(POBBIX HITH (HH-
3MYECKUX «MYISDKE» OHOMETpUUECKUX 00pa-
30B), a TaK)K€ BO3MOXXHOCTBIO CKPBITh OHOMe-
TpUYECKUI 00pa3 OT MOCTOPOHHETO HAOITIONICHUSL.
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