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AHHOTaumA. K ogHoM 13 Hanbonee BarKHbIX COCTaBAALLMX ceTU NHTepHeT oTHocATCA
CUCTEMbI KOHTPONA U ynpasneHuA TpadukoM. C Lenbio gocTUKeHMA becriepeboliHOro
MH$OPMaLMOHHO-KOMMYHUKALMOHHOI0 B3aMMOOeNCTBUA OpraHn3aL/mMaA NpoLLecca HenpepbIBHO
BNOOU3MEHAETCA, OXBATbIBaA He TONIbKO OTAESbHbIE MOACETH, HO U CETEBbIE apXUTEKTYPbI
BMAaa p2p. B uncno goMuHMpyioLLmMx HanpaBieHWn COBEPLLEHCTBOBAHWNA CETEBOM CTPYKTYpbI
BX0OAT TexHonorum 5G, loT n cetn SDN, ogHaKo ux BHeApeHMe B MPaKTMKY ocTaBnseT bes
YO0B/IETBOPUTENBHOIO peLLEHWA BONpoc obecrneyeHna MHbopMaLMoHHOM 6e30MacHOCTM CeTel,
MOCTPOEHHBIX Ha UX ocHoBe. CyLLecTBylOLLME TONOIOrMU Pa3BEPTKM BUPTYaibHOr0 TYHHENA
1 KOMMOHEHTbI MHTENIEKTYasIbHOro pacrpeaeneHna Tpaduka obecneunBaioT MULLb YacTUYHoe
peLleHuWe, B 4aCTHOCTU B BUe 3aad yNpaBieHna JOCTYNOM Ha ocHoBe TpaduKa nosib3oBaTens
n obecneyeHns 6e30MacHOCTU 3a CYET BblAeNIEHHbIX MOJIb30BaTe/IbCKUX CEPTUPUKATOB.
Ocob0oe 3HayeHWe pa3BepTKa TYHHENA UMEET B TeX C/lyYanx, Koraa HeobxoamMmo obecnevmnTb
COr/lacoBaHHOCTb M KOOPAMHALMIO paboThl CIIOMHbBIX COLMANbHO-3KOHOMUYECKUX CUCTEM,
NMPUMEPOM KOTOPbIX MOMKET CNYHUTb MHOOPMALIMOHHO-KOMMYHUKALMOHHbIA 06MeH Mexay
y4YacTHUKaMM HayYHO-MPOMBILLIEHHBIX KNlacTepoB, GopMUpYeEMBbIX A5 peannsaLmm NpoeKTos
€03aH1A MHHOBALMOHHbIX NpoAyKToB. O4HAKO CYLLLeCTBYIOLLMM peLleHUAM CONyTCTBYIOT
HeLoCTaTKM B BUAE HE0OXO4MMOCTU NpUobpeTeHna MLEH3UN 418 NOHOQYHKLMOHAIBHOMO
O0CTyna K NporpaMMHOMY NMPoAYyKTY U CreLnannu3npoBaHHOM HACTPOMKU KITMEHT-CEPBEPHON
ayTeHTUdMKaL MK, obecneumBatoLLe 6e3onacHbIi 4OCTYN K yaarieHHOMY CETEBOMY MapLUpyTy.
Mpennaraembiii aBTopamm Nnoaxon Ha 0OCHOBe HEMPOCETEBOMO pacnpefeneHus TpaduKa Mexay
KNIMEeHTaMM YacTHOM BblAE/IEHHOW CETU MO3BOJIAET OTMEYEHHbIe HeJOCTaTKM YCTPaHUTb. Ha 3Tom
NPUHLMMNEe co3aHa U NpoBepeHa NocpecTBOM MOAYSIbHOIO TECTUPOBAHMA MHOMOMOdy IbHasA
cucTeMa MHTeNSIeKTYaslbHOM MapLLpyTM3aLMmn nakeToB. [NpeactaBneH aHanms a¢pGeKTUBHOCTH
npuMeHeHUs oby4eHHON Mofenu pacrnpeneneHuUs CeTeBblX afpecoB B CpaBHEHUU
¢ ucnonb3oBaHueM DHCP-cepBepa Ha ocHoBe nakeTa isc-dhcp-server, pacnpocTpaHAeMoro
B KayecTBe cNybbl dhcpd.
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Abstract. One of the most important components of the global Internet are traffic control
and management systems. In order to achieve uninterrupted information and communication
interaction, the organization of the process is constantly changing, covering not only individual
subnets, but also p2p network architectures. The dominant areas for improving the network
structure include 5G, loT and SDN technologies, but their implementation in practice leaves
the issue of ensuring the information security of networks built on their basis without
a satisfactory solution. Current virtual tunnel deployment topologies and intelligent traffic
distribution components provide only partial solutions, particularly in the form of access
control based on user traffic and security through dedicated user certificates. The deployment
of a tunnel is of particular importance in cases where it is necessary to ensure consistency
and coordination of the work of complex socio-economic systems, an example of which
is the information and communication exchange between participants in scientific and
industrial clusters formed to implement projects for the creation of innovative products.
However, existing solutions have disadvantages such as the need to purchase a license for
full-featured access to the software product and specialized configuration of client-server
authentication that provides secure access to a remote network route. The approach proposed
by the authors, based on neural network distribution of traffic between clients of a private
dedicated network, allows us to eliminate the noted shortcomings. Based on this principle,
a multi-module system for intelligent packet routing was created and tested through unit
testing. An analysis of the effectiveness of using a trained network address distribution
model is presented in comparison with the use of a DHCP server based on the isc-dhcp-
server package, distributed as the dhcpd service.
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BBepeHue

AXXKHYK pPOJIb B OpraHu3alvu JOCTyIla
K CETHU I/IHTepHeT UrparoT CUCTEMbI KOH-

TPOJISL M yIpaBieHus TpaduKom, odecre-
YHBAIOIINE KOPPEKTHYIO epeaady HHPOPMaIHN
KaK B OT/IEIbHBIX CETMEHTAX CETEM, TaK U Ha BCEM
MapuipyTe. B kauecTBe 6a30BbIX CPEACTB U TEX-
HOJIOTHH B MMOJOOHBIX CUCTEMaX MOYKHO yKa3aTh
ClenyIoIue:

5G (msaTOC TIOKOJICHHE OSCIPOBOIHOM COTO-
BOH TexHonorun). O0ecreynBaeT CyIeCTBEH-
HBII IPUPOCT CKOPOCTHU MEPEaun JaHHBIX
C MUHHMAaJIbHBIMH 33/ICP)KKaMU U OONbLION
€MKOCTBIO CETH;

IoT (Internet of Things, UuTepHeT Bemeii).
Mopaynu m03BOJISIIOT IOJIB30BATENAM 00b-
€IMHATH Pa3JInYHbIC YCTPONUCTBA B €AUHYIO
3KOCHCTEMY, HAIIPUMEP «yMHOTO foMay [1];

MHdopMaLmoHHanA 6e3onacHocTb B> 3awmta MHpopmauum
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