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Abstract. The modern development of information security tools, along with the
improvement of remote access methods, allows software and hardware to be audited
without the need for direct access to the system under test. One of its components is
related to the implementation of software on mobile ARM processor architectures. Within
this direction of development, the approach that allows integrating Linux kernel-based
distributions by introducing a virtual container chroot (change root) into the Android 0S-
based system and, consequently, performing penetration testing without the need to use
personal computers is highlighted. An example of this approach is the Kali NetHunter
distribution which allows remote system administration functionality through the KeX
module. Besides the obvious advantages of KeX functionality, some disadvantages should
also be mentioned: firstly, the low speed of GUI processing due to translation to remote hosts
and the need to support translation at operating system level; secondly, the consumption of
energy resources when using the desktop features of the KeX module. In order to solve the
mentioned problems, a system of virtualization of energy-efficient container for testing the
vulnerabilities of critical information objects has been developed and based on the principle
of multi-containerization. The software of the system is represented by two components:
an enlarged module for integration of the chroot container into the DeX environment
(primary), and an enlarged module for ensuring energy efficiency using predictive neural
network models based on variable time intervals (secondary). As a result of comparing the
effectiveness of existing and implemented approaches in penetration testing, it is noted that
the proposed system can be used in testing the security of particular platforms and systems,
including highly sensitive information objects or resources.
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AuHoTtaumua. CoBpeMeHHoe pa3BuTUE cpefcTB obecneveHUA MHPOPMaLMOHHOM
6e3onacHocTu, HapsAay C yCoBepLUEHCTBOBaHWEM METOAVMK YAaNeHHOro A0CTyra, No3BosiAeT
Npou3BoAWUTbL ayauMT MPOrpaMMHO-annapaTHbIX KOMMNOHeHTOB 6e3 HeobxoAWMoOCTH
npAMoOro OocTyna K TecTupyeMown cucteMe. B paMKax gaHHOro HanpaBfieHWs pasBuTUA
BblAeNAeTCA Noaxon, MO3BONAWLIMIA MHTErpupoBaTb AUCTPMOYTMBbLI Ha 6ase Aapa
Linux npeacraBneHneM BUPTyasibHOrO KoHTeHepa chroot B cucTeMe Ha 6ase Android 0S
W, KaK cnefcTBue, OCyLLECTBAATL TECTUPOBaHWE Ha NPOHWKHOBEHWE 6e3 Heo6x0aMMOCTH
MCNONb30BaHUA MepCOoHasnbHbIX KOMMbloTepoB. [puMepoM peanusaumn OaHHOrO
noaxoda senAetca auctpmbytue Kali NetHunter, nossonsiowmin 3a cuet moayna KeX
peanv3oBatb GYHKLMOHA yOaneHHOro agMUHUCTPUPOBAHUA c1cTeMol. KpoMe oueBUaHbIX
npemmMyLiecTB KeX gyHKUMOHaNa TaKKe cneayeT BblOeNUTb pAd HEOOCTaTKOB — HU3KasA
CKopocTb 06paboTKK rpaduyeckon 060/104KM 3a CHET TPAHCIALMM HA YAANEHHbIX XOCT
1 Heo6X0QMMOCTb NOAAEPHKM TPAHCIALMM HA YPOBHE OMepaLMoHHOM cucTeMbl. BTopan
npobsiema — 3aTpaTbl 3HEPropecypcoB NpV UCMONb30BaHWM BO3MOXKHOCTEN paboyero
ctona B KeX moayne. [InA peLleHna yKasaHHbIX npobneM 6bbina paspaboTaHa cuctemMa
BUPTYanM3aLmm 3Hepro3PPpeKTUBHOr0 KOHTEMHEPa TECTUPOBAHUA YASBUMOCTEN KPUTUYECKN
BaMHbIX MHPOPMALMOHHBIX 06BEKTOB, OCHOBHOM MPUHLMN OeACTBUA KOTOPOM — MYSbTU-
KOHTeHepu3auuA. [NporpaMMHan cocTaBnAoLLaA MpedcTaBeHa ABYMA 3/IeMeHTaMu: MoayreM
WHTerpaumm KoHTelHepa chroot B cpeny DeX 1 MogyneM obecneveHns 3HeproaddeRTMBHOCTU
3a CYET UCMOSb30BaHUA NPeaMKTUBHBLIX MOLESIen HEMPOHHbIX ceTel. B pesynbTaTe cpaBHeHMA
3¢ PEKTMBHOCTU CYLLLECTBYIOLLMX U peanM30BaHHOro MNOAX04a MpU TECTUPOBAHUM Ha
NPOHWKHOBEHME OTMEYEHO, YTO MpensiaraeMas cucTeMa MOXKeT bbITb MCMoNb30BaHa Npu
TECTUPOBaHUM 6€30MacHOCTU Pa3fINYHbLIX MHHOPMALMOHHBLIX 06 BEKTOB.
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Introduction and software of the target device. Nowadays there
are various distributions for testing based on the

he investigation of processes for the purpose  Linux kernel, which include a list of popular attack
T of evaluating information security is gene-  tools in variant vectors [1]. Examples of such sys-
rally represented by testing the hardware tems are the Kali Linux distribution from Offensive

[97]
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