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AuHoTaumua. lNpobneMa nNocTpoeHWA YCTOMYMBOWM K KOMMbIOTEPHbLIM aTakaM
MHGOPMALMOHHON MHPPACTPYKTYPbl ABNAETCA aKTyaslbHOW OA opraHusauuv pabots
nioboro npeanpuATUA. M03TOMY O4eHb BaKHbIM BbICTYMAET YMEHME MPOBECTU OLLEHKY
YHe CNOMMBLLENCA UK paspabaTbiBaeMon MHPOPMALIMOHHOWM MHOPACTPYKTYphI. B cBA3u
C 3TUM B CTaTbe paccMaTpuBaeTCA NpobieMa KaTeropupoBaHNA 06BEKTOB KPUTUHECKOMN
MHHOPMALMOHHON MHPPACTPYKTYPbI B YCNOBUAX HEOHXOAMMOCTU OLLEHKM MX B3aUMOCBA3M.
PaccMoTpeHbl AeMCTBYIOLLIME 3aKOHOAATENbHbIE aKTbl, KOTOPbIe ABAAITCA MHPOPMALIMOHHON
6a3oi no onpefeneHnio 06bEKTOB KPUTUYECKON MHPOPMALMOHHON UHOPACTPYKTYPLI U UX
Ha3Ha4YeHWA, CTPYKTYpPbI 1 COCTaBa, a TaKMe onpeaesieHbl KpUTEPUU 3HAYMMOCTU 06 TEKTOB.
[aeTcA onpepeneHne cBA3en Mewgy 06BbEKTaMW KPUTUYECKOW MHPOPMALMOHHON
MHOPACTPYKTYpPbI, UX YCTOMYMBOCTb K KOMMbIOTEPHBLIM aTakaM, a TaKHKe BO3MOMHbIV yLepb
BC/IeACTBME HapyLLEHWA UX GYHKLMOHMPOBAHMA U BbINOSTHEHWA KPUTUYECKOr0 NpoLiecca.
[MpuBoAMTCA OMMCaHWe KpuUTepueB, KOTopble MoAJsierKaT oLeHKe, MeTOAMKA OLeHKM
YCTOMYMBOCTU 06 BEKTOB KPUTUHECKON MHGOPMALIMOHHOM MHPPACTPYKTYPbl K KOMMBIOTEPHBIM
aTakaM 1 OLLeHKa BO3MOMHOrO0 yliepba BcredcTBUME HapyLUeHWUA GYHKLMOHMPOBaHUA
WK BbINMOJSTHEHNA KPUTUHECKUX NPOLLECCOB 06BEKTAMU KPUTUYECKOM MHPOPMALMOHHOM
nHpacTpyKTypbl. [peanaraeTcA [ONONHEHHOEe peLleHue A/A OLEeHKM YCTOMYMBOCTU
PYHKUMOHMPOBAHNA 06 BEKTOB KPUTUYECKOM MHPOPMALMOHHON MHOPACTPYKTYpbl Npu
Pa3fINYHbIX BapuaHTax MX coeanHeHnA. PaccMoTpeHa BO3MOMHOCTb OLIEHKW COBOKYMHOIO
ylwepba BcneacTBue HapylleHUA QYHKLMOHUPOBAHWA B3aMMOCBA3aHHbLIX 06bEKTOB
KPUTUYECKON MHPOPMALIMOHHOMN MHPPACTPYKTYPbI.
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Abstract. The problem of building an information infrastructure resistant to computer attacks
is relevant for organizing the work of any enterprise. Therefore, the ability to assess the existing
or developing information infrastructure is very important. In this regard, the article deals with
the problem of categorizing objects of critical information infrastructure in the context of the
need to assess their relationship. The current legislative acts, which are the information base
for determining the objects of critical information infrastructure and determining their purpose,
structure and composition, are considered, as well as the criteria for the significance of objects
are determined. The article also defines the links between critical information infrastructure
objects, their resistance to computer attacks, as well as possible damage due to disruption
of their functioning or the performance of a critical process. The article provides a description
of the criteria that are subject to assessment and a methodology for assessing the stability of
critical information infrastructure objects to computer attacks and assessing possible damage
due to disruption of the functioning or performance of critical processes by objects of critical
information infrastructure. An augmented solution is proposed for assessing the stability of the
functioning of critical information infrastructure objects with various options for their connection.
The possibility of assessing the cumulative damage due to disruption of the functioning of
interconnected objects of critical information infrastructure is considered.
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BesepeHue

HpopMaTH3alys Bcex cdep KU3HH de-

JIOBEKa MOpPOJaUIa HeOOXOIUMOCTh 3a-

mumars “HOOPMAaIMOHHBIE W aBTO-
MaTHU3UPOBAaHHBIE CHCTEMBI, 00eCIeUYnBalO-
mye HHPOPMAMOHHBIE IPOLECCHI B ATUX Ce-
pax. ABroMaTu3anys BXOIUT B TPAHCIIOPTHYIO,
9HEPreTUYECKYI0, TOIUIMBHO-IHEPTETHUECKYIO
u apyrue cepbl. MbI Bce OoIbIle 3aBHCUM OT
cpeacTB MH(GOPMATH3aUU U aBTOMaTH3allNH,
KOTOPbIE HCHOIB3YIOTCS Ul 00eCTIedeH s Ha-
el KU3HEACSITeIbHOCTH, YIPOLICHUS TPYyAa,
TPAaHCHOPTHON JAOCTYIHOCTH U MHOTO JPYTOTO.

Hexotopsie chepbl aesTensHOCTH YesnoBeka 00-
Jiee KpUTHYHBI, YeM JpYyTrHe, U MOTOMY HH(OP-
MallMOHHBIE aBTOMATH3UPOBAHHBIC CHCTEMBI
1 MH(GOPMAITOHHO-TEIEKOMMYHHUKAITNOHHBIE
CeTH B 3THX cdepax TpeOyroT Oosiee BHUMATEIb-
HOTO OTHOLIEHMSA K 00€CIeYeHnIo ux oezomnac-
Hoctu. Hampumep, HapyuieHne GyHKIHOHHPO-
BaHUsI aBTOMaTU3UPOBAaHHOM CHCTEMEBI B cepe
TOTUTMBHO-3HEPreTHIECKOTO KOMIUIEKCa U JHEp-
TeTUKH CIOCOOHO MPUYNHUTD CYIIECTBEHHBIN
ymep0 KHU3HH ¥ 3J0POBBIO YeJIOBEKa, MPHBE-
CTH K COLMAIbHBIM, IIOJUTUYECKUM, DKOJIOTH-
YECKUM U MHBIM TIOCIICACTBHUSIM.
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