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Abstract. Currently information exchange methods and means of communication
development are being done a significant impact on the level of all industrial and economic
entities innovation potential, which is also the same for their group formations, such as
regional complexes. It is necessary to note high degree of integration and interdependence
of all such systems elements and processes closely interconnected by different kind of
networks. Among them, it is possible to highlight the interaction between participants of
scientific and industrial cluster within the framework of innovative activities, which should
provide possibility to transfer and receive various kinds of data, which could be both open
and confidential type. At the current stage, there is not many applied tools for ensuring
confidentiality in the implementation of these processes. For example, they partially solve
the problem of traffic tunnelling systems based on OpenVPN or WireGuard tunnels, and
other software solutions provide the potential of an extensible cloud (Nextcloud). However,
analysing the functionality of these solutions, it is possible to identify shortcomings that do
not allow their implementation in the complex production and economic systems processes
of innovative development. Thus, existing traffic tunnelling solutions are not adapted for
deployment on a corporate scale with a flexible organisational structure. In solutions based
on Nextcloud, the complexity disadvantages of the server configuration and the cost of the
primary software configuration are highlighted. To solve the above problems, in article has
been proposed an intelligent traffic tunneling system, which is based on using additional
means of primary automated OpenVPN connection initialization at neural module expense.
A dynamic digital fingerprint distribution system with two-way key exchange was used as an
authorization server. The developed software solution was tested and then compared with
existing analogues. This experiment may to conclusion that the developed software solution
is not inferior in a number of aspects to existing methods, and can subsequently be used to
ensure secure information and communication exchange between industrial and economic
entities in clusters during innovative processes implementation.
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AHHoTauuaA. B HacToAllee BpeMA pa3sBUTUE CPeACcTB KOMMYHMKaLUKU U cnocoboB
06MeHa MHbOpMaLLMe OKa3biBaeT CYLLLECTBEHHOE BIMAHME Ha BCe CTOPOHbI AeATENbHOCTH
MPOM3BOACTBEHHO-X03AWCTBYIOLLMX CYO'BEKTOB, B TOM YMCIIE HA UX YPOBEHb MHHOBALMOHHOIO
noTeHuMana. TakKe Kak cfieCTBME MOXHO OTMETUTb BbICOKYIO CTerneHb UHTerpaLum
OTOEeNbHbIX 3/TeMEHTOB U CYObEeKTOB B paMKax WMHHOBALWOHHOM AeATesIbHOCTH
1 B3aMMO03aBUCUMOCTb YacTel Taknx GOpMUPOBAHUIN, TECHO B3aMMOCBA3AHHbIX CETbIO
pa3fIMYHbIX MPOLLECCOB. YCNIOXHEHUE CaMUX MHHOBALMOHHbIX NMPOLECCOB, UX BbiCOKas
CTOMMOCTb, PUCKOBAHHOCTb, KOMIMJIEKCHBIV XapaKTep, fierallye B caMoit Npupoae MHHOBaLWIA,
a TaK¥Ke creumanunsauma oTaesbHbIX CY6beKTOB Ha YacTHbIX OrepaLmax U 3Tanax peanmsaum
TOJIbKO YCU/IMBAIOT AaHHble TeHAEHUMU. MOXKHO BblOeNNUTE PAL CYLLECTBYIOLLMX MPUKIAQHbIX
WHCTPYMEHTOB, Hanpas/ieHHbIX Ha obecrnevyeHne MHGOPMALMOHHOW 6e30MacHOCTU Npu
dopMUpoBaHMM U Nepefave OaHHbIX Pa3fIMYHOIO poLa, MMEIOLLMX KaK OTKPbITbIN, TaK
M KOHOUAEHLMANbHBIA XapakTep. HanpuMep, YacTUYHO MO3BOAIT pelwnTb Npobnemy
cUCTEMbl TYHHeNMpoBaHUsA Tpadura Ha 6ase OpenVPN unu WireGuard-TyHHenen, a opyrve
nporpamMMHble peLLeHuA NpefoCcTaBAAT NoTeHUMan paclumpsaeMoro obnaka (Nextcloud).
OnHaKo, NpoBoAA aHanu3 GYHKLMOHANIbHOCTU OaHHbIX PELUeHUI, MOMHO BbIAENNTb
He[o0CTaTKK, He MO3BOJIAIOLLME BbIMOIHUTD UX BHEAPEHUE B NMPOLLeCChl MHHOBALMOHHOIO
Pa3sBUTKA CJIOXKHBIX MPOU3BOLACTBEHHO-X03AWCTBEHHBIX CUCTEM. TaK, CYLLLeCTBYIOLLIME PeLLeHWs
TYHHeNMpoBaHWA TpaduKa He afanTUpoBaHbl 418 pa3BepTKM B KOPMOPATUMBHBIX MacluTabax
C HanuM4MeM rnbKow oprcTpyKTYpbl. B pelueHunsx Ha 6ase Nextcloud BbigenaoTca HegocTaTKu
CJI0XKHOCTM KOHPUIypaLmMmM cepBepa 1 3aTpaT Ha NepBUYHYIo KoHGurypauwmio 0. [ pelueHns
YKa3aHHbIX Bbille NpobneM B cTaTbe npefnaraeTca paspaboTaHHasa MHTeNNEKTyanbHan
cucTeMa TYHHeNMpOoBaHUsA TpadyKa C UCMoSIb30BaHWEM LOMOSHUTENbHBIX CPeACTB NepBUYHOM
aBTOMAaTU3NPOBAHHOWM MHULMANM3ALMM COEAMHEHNA 3@ CHET HEMPOHHOIO0 MoAayNA Ha 6ase
OpenVPN. B KayecTBe aBTOpPU3UPYIOLLLEr0 CepBepa UCMOJIb30BaHa AMHAMMYecKan cucteMa
pa3gayuv LMPpPOBbLIX OTNEYATKOB C ABYXCTOPOHHUM 06MeHOM KillovaMu. PaspaboTaHHoe
MporpaMMHoe peLleHue 6110 MPOTeCTUPOBAHO, Y NMPUBEOEHO CPaBHEHUE C CYLLECTBYIOLLMMM
aHanoramu. B pe3ynbtate MOXHO OTMeTWUTb, YTO pa3paboTaHHOe pelUeHMe He ycTynaeT
CYLLeCTBYOLLMM crnocobaM 1 BNocneACcTBUMU MOXKET 6blTb MCMONIb30BaHO ANA obecneyeHuA
6e3omacHoro MHGOPMaLMOHHO-KOMMYHWUKALMOHHOIO 06MeHa MeXay Cy6beKTaMu Hay4Ho-
MPOMBbILLIEHHOT 0 KilacTepa Npy peanu3alum MHHOBALMOHHbIX NMPOLLECCOoB.
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