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AnHoTauus. B cTaTbe paccMaTpuBaeTcs npobriemMa o6HapyKeHna n GunbTpauum Lwens-
konoB (shellcode) — BpegoHocHOro McnonHAEMOro Koaa, CrocobCTBYIOLLLENO NOABEHNIO
yA3BUMOCTEN MNpu paboTe NPOrpaMMHbIX NMPUIIOMHEHUI € NaMATbI0. OCHOBHLIMU TaKUMUK
yA3BUMOCTAMU ABJIAIOTCA MepenoJiHeHue CTeKa, nepenosiHeHne 6a3 OaHHbIX, a TaKMe
HEKOTOPbIX OPYrMX CyXebHbIX MpoLeayp onepaLMoHHOM cucTeMsl. B HacToALLee BpeMA
CYLLLeCTBYET HECKOJIbKO [eCATKOB CUCTEM 0OHAPYMKEHWA LLEN-KOA0B, UCMOMb3YIOLLMNX
KaK CTaTUYeCKuUiA, Tak U OMHAMUYECKMI aHanmns3 nporpaMM. MoOHUTOPUHI CyLLLECTBYIOLLMX
CUCTeM MNoKasas, YTo MeTopbl, 06/1aAaloLLIMe HEBLICOKOM BbIYUCITUTENIBHOM CIIOMKHOCTLIO,
XapaKTepu3ylTcA 60/IbLUMM NPOLLEHTOM JIOMHbIX cpabaTbiBaHMi. [pn 3TOM MeToabl
C HEBbICOKMM MPOLLEHTOM JIOXHbIX cpabaTbiBaHWUIA XapaKkTepu3yloTCA MOBLILLIEHHOM
BbIYNCSIUTETBHOWN CNOMHOCTbI0. OQHAaK0o HU OLHO M3 CYLLLECTBYIOLLMX Ha HACTOALLMA
MOMEHT peLLUeHUIN He B COCTOAHUM 0BHapYKMBaTb BCE CYLLLECTBYIOLLME KNacchl LWenn-
Ko4oB. 3To [enaeT CyL,ecTBylOLME CUCTEMbI OOHApPYXeHUA LWenn-KkonoB cnabo
NMPUMEHUMBIMW K pearibHbIM CeTeBbIM KaHasaM. TakMMm 0bpasoM, B CTaTbe paccMOTpeHa
3aflaya aHanusa cucteM obHapyMeHuA LWenn-KodoB, obecneymBalLLMX NMOJIHOe
06HapyHeHMe CyLLIeCTBYIOLLIMX KN1acCoB LUeSIN-KO10B W XapaKTepU3YIoLLLIMXCA NpMeMIeMoi
BbIYUC/INTENIbHOM CJTOMHOCTBIO U MaJsiblM KOJIMYECTBOM JIOMHbIX cpabaTbiBaHWUN.
MpeacTtaBneHbl KnaccuduKaLMm LLeNn-Ko4oB U KOMIMJIEKCHBIN MeTo UX 06HapyHeHus,
OCHOBaHHbIM Ha 3MyNALMKW Koda. 3TOT NOAX0L paclumpsAeT AManasoH OeTeKTUPOBaHMA
K/acCoB LUEeJI-KO40B, KOTopble MOryT 6biTb 06HapyeHbl, 3a c4eT napassiesbHON
OLLeHKM HECKOJIbKUX 3BPUCTUK, KOTOpble COOTBETCTBYIOT HU3KOYPOBHEBbLIM OMNepaLuaM
Ha CPU Bo BpeMA BbINONIHEHWA pa3fiMYHbIX KNaccoB Lwenn-koda. [peacraBneHHbIn
MeTopq no3BonseT 3GPpeKTUBHO 0OHaPYHKMBaTb NPOCTOM 1 MeTaMopOUUECKUIA LLENN-KOoA.
3710 gocTUraeTca He3aBUCMMO OT MUCMOJIb30BaHMA caMoMoaMdULMPYEMOro Koda Mnu
reHepaumMm OMHAMUYECKOro KOAa, Ha KOTOPbIX OCHOBaHbI CYLLECTBYIOLLME OEeTEKTOPbI
NoNMMopdHOro LWeN-Koaa Ha OCHOBE IMYJIALMMU.

KnioueBble cnosa: MHhopMaLvoHHas 6e30MacHOCTb, LWeI-Kof, KnaccuduKauma BPeAOHOCHbIX Nporpam,
0BHapy+eHue LLEN-Ko/1a, KOMMbIOTEPHaRA CUCTEMa, IMYNALMA Koa
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Abstract. The article discusses the problem of detecting and filtering shellcode — malicious
executable code that contributes to the emergence of vulnerabilities in the operation of software
applications with memory. The main such vulnerabilities are stack overflow, database overflow,
and some other operating system service procedures. Currently, there are several dozen
shellcode detection systems using both static and dynamic program analysis. Monitoring of
existing systems has shown that methods with low computational complexity are characterized
by a large percentage of false positives. Moreover, methods with a low percentage of false
alarms are characterized by increased computational complexity. However, none of the currently
existing solutions is able to detect all existing classes of shellcodes. This makes existing
shellcode detection systems weakly applicable to real network links. Thus, the article discusses
the problem of analyzing shellcode detection systems that provide complete detection of existing
classes of shellcodes and are characterized by acceptable computational complexity and a small
number of false alarms. This article introduces shellcode classifications and a comprehensive
method of detecting them based on code emulation. This approach expands the detection
range of shellcode classes that can be detected by concurrently evaluating several heuristics
that correspond to low-level CPU operations during execution of various shellcode classes.
The presented method allows efficient detection of simple and metamorphic shellcode. This
is achieved regardless of the use of self-modifying code or dynamic code generation on which
existing emulation-based polymorphic shellcode detectors are based.
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BesepeHue

WCTaHIIMOHHO 3aITyCKaeMbIe IPOrpaMM-

HBIC MEIUT-KOJIbI — 3TO PacIpOCTPaHEH-

HBII C1TOCOO MPOHUKHOBEHUS 3JI0YMBIIII-
JICHHHUKOB B YSI3BUMBbIC KOMITBIOTEPHBIE CUCTEMBI.
[To Mepe coBepIIEHCTBOBaHUS METOIOB OOHAPY-
JKECHUS Pa3BUBAIOTCS © METOJIbI YIAICHHOM JKC-
myaranuu [2]. HemaBHMEe MeTONBI YKIIOHEHUS
OT OOHAPYKEHUS MIETUI-KOJIOB BKITFOYAIOT MOJIH-
Mophu3M (mudpoBaHue Koaa) 1 MeTaMophu3M
(obdyckarus xona).

[NonmumopdHbIe YepBU HYIIEBOTO YPOBHSI ITpel-
CTaBISIIOT CEPhE3HYIO YTpo3y Oe30MacHOCTH UH-
TEePHET-UHPPACTPYKTYP. YUHTHIBAsI UX OBICTpOE
pacrpocTpaHeHre, OueHb BaKHO 0OHAPYKUBATh
VX B IOTPaHUYHBIX CETAX M aBTOMAaTHIECKH F'eHe-
PHPOBATH OTIOBELICHHS HA PAHHUX CTaIUsIX 3apa-
*eHus1. BobIIMHCTBO CyIIecTBYIOMINX OIXOIOB
JUJI. aBTOMaTUYECKOM reHepaluy ONMOBEIIeHU N
0 3apaXEHWUH ITPOTPAMMHOTO KOJIa MJIA CETEBOTO
Tpadurka TpedyroT HHPOpPMAIHX O XOCTE U, Clie-
JOBATEJIbHO, HE IPUMEHUMBI TS PA3BEPTHIBAHUS
B BBICOKOCKOPOCTHBIX CETEBBIX COCTNHEHHSX.
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