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AHHoTauuA. 3$PeKTUBHOCTb yNpaBneHUs NPUNOHKEHUAMIU NPoMbILLIeHHoro MHTepHeTa
BeLLle 3aBUCUT OT pe3yNibTaTUBHOCTU paboTbl KNBepPU3NYECKUX CUCTEM, OTBEYAIOLLMX 33
cbop 1 06paboTKy AaHHbIX C BXOAALLMX B UX COCTAB YCTPOWCTB, @ TaKHKe reHepaLmio CUrHanoB
ynpaeneHuna nocnegHnMn. Knubeppusmyeckne cucteMbl TakrKe obecneynsaloT ynpaBnsaeMocTb
M MHPOPMAaLMOHHY0 6e30MacHOCTb MPUIOKEHUIN NpoMbIWieHHoro UHTepHeTa Bellen.
B ycnoeusax pocta o6beMa nepefaBaeMblX OaHHbIX peaKLMA UCMOSTHUTENbHbLIX YCTPOMCTB
Ha BO3MyLLaloLLMe BO3OENCTBUA B TEYEHME MUIIIUCERYHOLI 06YCIOBAMBAETCA MOBbILLIEHHOWM
CKOpOCTLIO MepefayM daHHbIX. B ctaTbe paccMoTpeHbl aTpubyThl ypoBHe Knubepdusmdeckon
CUCTEMBI, OnpeaenaALLme 0CobeHHOCTH NPOLLECCOB MHGOPMALMOHHORO 06MeHa U yNpaBneHus.
Ha ocHoBe aHan13a 0CHOBHbIX CBOMCTB U NMPUHLMIMNOB NapagurMbl NpUMeHeHWA apXuTeKTypbl Fog
Computing npeanoreHa KoHLEeNLMA Kubepdusmnyeckor cucteMbl NPUMOHKEHNA NPOMbILLISIEHHOMO
WHTepHeTa BeLLel, KoTopas No3BosiAeT 06pabaThiBaTb reHepypyeMble JaHHbIE U NPUKIaabLIBATL
yrpaenfAoLLee BO34eNCTBME B MeCTax BO3HUKHOBeHWA npobneM. MpeactasneH pesynbtaT
pa3paboTHN apXMTEKTYPbI KUBEepPU3NYECKOMN CUCTEMDI, MOCTPOEHHOM Ha MPUHLIMMNAX yKa3aHHOM
napagmrMbl, a Take 060cHoBaHa NepcrnekTUBHOCTb ee MPaKTUHECKOro NpUMeHeHuA. PesynbTar
6asupyeTca Ha apXUTEKType rpaHM4YHbIX U TyMaHHbIX BblbMcneHuin OpenFog Reference
Architecture, KoMnbloTepHanA ceTb pa3pabaTtbiBanacb NporpaMMHbIM nyTeM B cpege Cisco
Application Centric Infrastructure. MNpegioeHHoe peLLeHMe XxapaKTepM3yeTCA BbICOKMM YPOBHEM
nHpopMaLMOHHOM 6e30MacHOCTH, KOTOPbIM JOCTUraeTcA 3a CHeT yrpasaHeHUsa HeobxoaMMocTH
B rnepefave AaHHbIX M0 CeTH, OMepaTUBHOIO BbIAB/IEHWUA aTaKoOBaHHOIMO y3/1a U YHUYTOXKEHUA
BpPeAOHOCHOI0 KOJa, a TaKkrKe NMPUMEHEHUA CpeacTB NMpeayrnpeXaeHUa aTtak Ha NporpaMMHoe
obecneveHue. MNpeaioeHHOe peLleHne MOMKET ObITb UCMOJIb30BaHO pa3paboTymMKaMu CUCTEM
npoMelLLneHHoro MHTepHeTa Bellel 4na 3G$peKTUBHOMO 3anycKka 1 peanu3aLmm NpoeKToB.
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6e30MacHOCTb, MHTENEKTYarbHaA cMcTeMa 06paboTKM aHHbIX, UHTENEKTYanbHaA c1cTeMa pacno3HaBaHuA
aTaKu, pacrpeiesieHHoe yrpaBeHune
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Abstract. Cyber-physical systems are a means of effectively managing industrial applications of
the Internet of things. Physical layer cyber-physical system implements the control devices of the
industrial Internet of things and intelligent algorithms digital system level provide management
and information security applications. Effective management and information security determine
the success of the industrial Internet of things, so the research topic is relevant. The purpose of this
article is to develop an optimal architecture of a cyber-physical system based on the principles of
data processing at the place of their occurrence and the application of a control action at the place
of the problem occurrence. The authors were faced with the task of exploring all the possibilities
associated with the application of the proposed principles and developing an optimal application
architecture for the industrial Internet of things. In the study proposed the concept of intelligent
application of industrial Internet of things, which enables processing of continuously generated
data in their source and provides application control action to the location of the problem. The
proposed solution: a) increases the information security of the industrial application of the Internet
of things (data is not transmitted over the network) and b) prevents an attack on the software of the
Industrial application of the Internet of things. The solution can be used by developers of industrial
loT systems to effectively launch and implement projects.
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BBepeHue

Bemei (namee — [lpunokeHus1), akTHBHO
BHEIPSIEMBIE CETOHS B TIPAKTHUKY, JTOJDKHBI
OTBeYarh TPEOOBAaHHSAM HMH(MOPMAIMOHHOMN 0e3-
onacHocTd u 3pdeKTnBHOCTH yrpaeieHus. 1x oc-
HOBY 00pa3yroT KHOephU3MUESCKIE CUCTEMBI, IS
KOTOPBIX XapaKTepHBI OOJBIION 00beM M pa3Ho-
00pasre (hopMaToB TAHHBIX, TOCTYMAIOIIHAX OT BXO-
JIIMX B UX COCTaB yCTPOMCTB. B 31011 CBA3M one-
patvBHOE (POPMHUPOBAHME CUTHAJIOB YIIPABICHHS
Ha OCHOBE TIOJIy4aeMbIX JITAaHHBIX M 00eCIeUeCHHE
“HGOPMAIMOHHON 0€30MTaCHOCTH KOMITHIOTEPHOM
CETH ¥ BXOZIAIIINX B HEe YCTPOHCTB — BayKHAs 3a/1a4a.
Jluist perieHust JaHHOM 33/1a4H MPeyIaraeTcs uc-
TIOJTL30BATh MOIXOJT, KOTOPBIH 3aKITIOYaeTCs B IIPH-

|_| PHJIOKEHHS POMBIIIIeHHoro MHTepHeTa

MEHEHUH YIIPABILSIIONIETO BO3ICHCTBHUS 110 MECTY
HAaXOXKJIEHNST 00BEKTa BO3ACHCTBUS TS TIOBBIIIIE-
HUsI 0E30TIACHOCTH KOMITHIOTEPHOM CETH, a TaKxKe
B OCYILIECTBIICHUH 0OpaOOTKH JaHHBIX IT0 MECTY Ha-
XOKIICHVSI UICTOYHHKA, YTO MO3BOJIUT MOBBICUTH 0€3-
OIACHOCTH JIAHHBIX U MPUBEJIET K 00IIeMy COKpa-
IICHUIO TpaduKa.

Jli1st mpakTH4eckoi peanu3anuu JaHHOTO MO -
X0JIa TPEAJIOKEHO UCTIONB30BaTh BEIYUCIUTEIh-
HYI0 apxuTekTypy Fog Computing. KommnbrotepHas
CeTh CO3/[aHa B MPOrpaMMHO cpene Application
Centric Infrastructure, 00ecTiedMBarOIIEH HYKHYTO
TOYHOCTPH M 0€30ITaCHOCTh CETEBBIX HHTEP(EHCOB
U YCTPOWCTB.

Pesyrnerare! BOILTOIIEHEI B apXUTEKTYPE TIPHIIO-
YKEHHUsI MallIMHOCTPOUTEILHOTO MPENPHUSTHS, OT-
JIMYAFOIIEMCS CJIOKHOCTBIO TIPOBECHHST MOHHUTO-

MHcTpyMeHTanbHble cpeactea B> MporpaMMHan UHMKeHepua

[73]



